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« P> | monday.pcap.summary

|| friday.pcap | E_-"OlE-Iﬁ'u E-O;I-
|} monday.pcap

|} thursday.pcap %Al PCAP ]II-OEI

1] tuesday.pcap

"send_hdr_len":132,"recv_hdr_len":66}, "protocol™”: {"id
4, "name" : i al :{"id":0,"name":"n/
not-finished

{"flow_1id 447639296, "start_ts":1499112094352, "end_ts
12094413, "network_packet_feature":{"fl_dur":61,"src_ip":"192.
168.10.3","src_port":61086, "dst_ip":"192.168.16.1", "dst_port"
:53,"tot_all pkt":2,"tot_all_pkt_size":265,"tot_send_pkt":1
tot_send_pkt_size":159,"tot_recv_pkt":1,"tot_recv_pkt_size
06, "send_pkt_max_size":159,"send_pkt_min_size":
avg_size":159,"send_pkt_std_size":0,"recv_pkt_max_size":10
recv_pkt_min_size":106,"recv_pkt_avg size":106, "recv_pkt_std
size":0,"fl_byt s":265,"fl_pkt_s":2,"fl_iat_avg":61,"fl_iat
td":0,"f1_iat_max":61,"fl_iat_min":61,"send_iat_tot":0,"send_
iat_avg":0,"send_iat__ :0,"send_iat _max":0,"send_iat_min":@
, 'recv_iat_tot recv_iat_avg":0,"recv_iat_std":9,"recv_iat

, recv_iat min":0,"send_pkt _s":1,"recv_pkt_s":1,"pkt_1

':106, "pkt_len_max 59, "pkt_len_avg":132.5,"pkt_len_st

, 'send_psh_flag":0,"recv_psh_+1la 9, "send_urg_ flag":@

|| wednesday.pcap

monday.pcap ftp.payload
moﬂ'd‘avm‘http.payload

monday.pcap Imail.payload

monday.pcap lsmb.payload

monday.pcap lapp

recv_urg_flag":0,"fin_cnt":0,"syn_cnt' ,'rst_cnt™:0,"psh_c
":0,"ack_cnt":8,"urg_cnt":0, "ece_cnt , cwr_cnt":0,"send_s nnEnng monday.pcap dhcp
, 'send_seg_min":0,"recv_seg_avg":0,"send_win_byt":0, = = ' |
in_byt":0,"send _act pkt":e,"send_hdr_len":42,"recv_hdr = = cap dns
_len":42}, "protocol” : {"igiiwaw T Ex| & Jo X = = g IO-IE
a"},"applicatio {"id"{ PCAP O-IIA'I =§> %E = TTTIT cap iftp

tcp session"}

et o FETTTEES 5 I cap http
12094413, "network_packet_feature":{"fl_dur":61,"src_ip":
168.10.3","src_port":61745,"dst_ip":"192.168.10.1","dst_|
:53,"tot_all_pk 2,"tot_all_pkt_size":305, "tot_send_pkt
tot_send_pkt size":199,"tot_recv_pkt":1,"tot _recv_pkt_size":
06, "send_pkt_max_size":199, "send_pkt_min_size":199,"send_pkt_|
avg_size":199,"send_pkt_std _size":0,"recv_pkt_max_size":106
recv_pkt_min_size":106, "recv_pkt_avg_size":106, "recv_pkt_std_
ize":0,"fl_byt s":305,"fl pkt_s":2,"fl_iat_avg":61,"fl_iat
td":0,"f1_iat_ :61,"fl_iat_min":61,"send_iat_tot":0,"se
iat_avg":9,"send_iat_std ,"send_iat_max":0,"send_iat_min
,"recv_iat_tot":0,"recv_iat_avg":0,"recv_iat_std":0,"recv_iat
_max" "recv_iat_min":0,"send_pkt_s":1,"recv_pkt_s":1,"pkt_1
:106, "pkt_len_max 99, "pkt_len_avg":152.5,"pkt_len_st
46.5,"send_psh_flag":©,
ecv_urg_flag":0,"fin_cnt
:9,"ack_cnt”:0, "urg_cnt”
eg_avg"':0,"send_seg_min":0, "recv_seg_av @, "send_win_byt":0,
"recv_win_byt":0,"send_act_pkt":0,"send_hdr_len":42, "recv_hdr
len":42%},"protocol ™ : { "igiimoa® S

5"}J“app1ication":{"id": PCAP 0'“*1 Exol I°'|E $§

tcp session'}

monday.pcap |I2tp

monday.pcap imail
monday.pcap [pkt

T = monday.pcap pptp
—EE_.E_J'I- monday.pcap lsmb

monday.pcap ssh

O{=2[AH(0[M A&

monday.pcap ssl
monday.pcap [summary
monday.pcap ltcp
monday.pcap telnet

monday.pcap udp
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2IA| HI0E] (pcap) 22 HE EX == Al 2 A= (HEE—-—)

target src_ip src_port dst_ip dst_port 14 protocol fl_dur tot all_pkt tot all_pkt_size tot_send_pkt .. send_seg avg send_seg_ Model Accuracy AUC Recall Prec. Kappa MCC TT (Sec)
166 0 192168105 49176 134.170.11555 443 6.0 1390 5.0 495.0 30 . 87.0 0.9922 | 09993 00558 00922 009922 0.9830 09831 1.0990
199 0 1921681014 49433 131.25361.30 80 6.0 140.0 20 12930 50 .. 828 0,056 01210
222 0 1921681014 49434 131.253.61.80 443 60 00 7.0 6149.0 30 . 817 -
0.9514 [HIZ7H] 7t 0.8040
228 0 1921681014 49435 65152202208 80 60 1330 70 9430 40 . 9438 =o 74 = o
215 0 1921681014 49441 23507527 80 60 470 7.0 21730 40 . 818 0.9431 7|'§>|- -y E-'—l' EE (99 /O) 0.9010
0.9267 0.1490
1054732 0 192168103 55166 23211102137 80 60 760 15.0 3496.0 70 . 365.4 08310 08374 06035 08356 08244 06348 06436 05730
1055143 0 1921681014 59152 64454254 443 6.0 5490 19.0 9040.0 100 .. 3616
0.8309 0.0000 0.4878 038318 0.8080 0.5630 0.6027 0.0230
1055299 0 1921681014 59153 232184138 443 60 1520 130 4789.0 70 . 1446
1055343 0 1921681012 48284 236322681 80 60 770 7.0 1158.0 40 . 1080 s 07029 0.5194 0.2906 0'6370‘ 9_7.5_ AI Ellél 7I:-I|§ J
1055467 0 192168108 10399 184.84243218 80 60 2490 7.0 1096.0 40 .. 96.0 : 0.5198 0.8679 0.7102 0.7837
. J

Al 2 AZ (0{Z2]H|0|M)

Model Accuracy AUC Recall Prec. F1 Kappa MCC  TT (Sec)
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Microsoft Services
TP Google Shoret Services 0.825
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Free Proxy List - List of Open Proxy Servers

< 23

Proxy Server List - this page provides and maintains the largest and the most up-to-date list of working proxy servers that are available for public use. Our [ sands

powerful software checks over a million proxy servers daily, with most proxies tested at least once every 15 minutes, thus creating cne of the most reliable proxy

lists on the Internet - all for free

Any proxy server listed on this page can be used with a software application that supports the use of proxies such as your web browser. The most popular uses of

proxies include hiding your real IP address, disguising your geographic location, and accessing blocked websites.

This proxy list is updated once every 60 seconds from the data stored in our gigabyte-sized proxy database. The list can be filtered down by a number of
attributes such as the port number of a proxy, country of origin of a proxy, and the level of ananymity of a proxy. You can also view this list o )

Note: If you do not know what any of these numbers mean, or how to use proxy servers in general, scroll to the bottom of this page.

Proxy IP Proxy Port
8.221.141.88 9080
89.116.34.113 80
80,194,38.106 3333

< All Countries > ~ < All Proxies >
Last Check Proxy Speed Uptime Proxy Country
¥ 16 mins agoe 2695 ms 88% (24) « Japan - Tok
+ 16 mins ago 2790 ms 34% (27) & India - Mumba

+ 16 mins ago 5196 ms
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A8 BrSE AIE Z0HE OleHet ZICH (&HM M8 2= "<6. AEIIS>" 1)

D Agas ANBSE % JIE AN B2
<HERE>
+EE htp EDZREZ  FHOO0EON S
DIEIGIOIE &4 HUC 801
<A EIIE>

EEHAID Ol-
=34 o JIE: ¥HEOOIHN Z&E http request FA

TC1 | GIOIEA AIBOIZIDI 01 AHEOI A3 HIEEO0IES X=1 -
HIEHGIOIEf hitp request 49 YX| OfF &0l
LR )

AEAL y= 2
o &AL X B
- A FIMG|0IEIR BEIHOIES hitp request F4
HEER
- B: HHMHOH & +8
<ANBSE>
o
TC12| HIECIOIEIS IOIEE Jlgez. stast Z=sE
BHAMD O AEOY MERW) ZZER U o E2A0M ae=d
g Ay HEE &0 98.10%
@Ol | T T -

TC2 Il -
mzeg g | NEIE> LHEE]
OE2H0IM| 0 JIE: D2E2 L NE2AH0IME AYURHY O ole
g BHE 25 45 EELL

3} ¢ E-E
o SHEA! Accuracy(%) = AUN BEF *E ,; ﬂ, 2 % 100 91.80%
<ANBSE>
saaD o | TC1Y BIEICIOIES 20EE Jwoz s
=] ABHA HE(2Y)S 0ME 25 Fac ol
GIOIE A
TC3 -
g B2, | capE> 9a.do%
4 ome ,
28 duc | oz ome@aEy) o
R
o &HEA: Accuracy(%) = — ; > 100
Copyright 2021 TTA HIOIX] (24/30)
=

TPS—

0071-4(00)

ID TCS
* System event log: &MI0IEH-12,19921 / st&HI0IH-12,1992
No. %83 8 M2l £ 84 +
1 action el 10
2 event_id EER:] 10
3 event_time HAE(O£Y) 5
4 host HEH 3
5 level HEH 5
6 logtype EEa:] 4
7 payload HIAE Q43 10
8 source HEH 10
57
w Hs ZRUE MG 21, DE & R J OiL(.csv)E Sl &0IE
ID TC6
- ANEUA MBS (2L)2 25 852 B 99.90%= &og
24 &@x| 28 45
Z¥E
T 2 s =
Precision Recall F1-Score
FW RF 99.92% 99.98% 99.95%
(Firewall) XG 99.95% 99.98% 99.97%
1S RF 98.87% 100% 99.43%
(Intrusion Detection System) | xg 99.43% 100% 99.72%
DS RF 100% 100% 100%
A (Intrusion Detection System) | xg 100% 100% 100%
Agld
WAF RF 100% 100% 100%
(Web Application Firewall) XG 100% 100% 100%
RF 100% 100% 100%
WEB Access log
XG 100% 100% 100%
RF 99.81% 99.62% 99.71%
System event log
XG 100% 100% 100%
B3 (F1-Score) 99.90%

* RF: Random Forest. XG: XGBoost

#* A5 ZUS ANEUY MBS 20 % 22

2 Me(csv)E Sl =olg
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A | 2024-12-17 10:08:32 FaY | 2024-12-17 11:08:32 Ae 2| H2LAfo|x 27|

A|gs|X| @2 Application 27|

840
820. 801

m
730
695 608
640 o5 o 647 636
50 51 ] 575 583 ses 587 s64 - 564
541 — 542
502 505
500 478 81 4% 469 478
s 44 445 o

400

5
300

200

100
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oo e e e —————— Al DPI Al DPI

Protocol £44(5237H) Application £44(2,5557H)

@
2
o
3

Protocol Application

10100114 3 7. (5 Google Shared Services

10.10.0.82 2 P - ’ B Microsoft Services

10.100.11§ W Naver

10.100.10 i (5 Google APIs

10.105.77 Ao TP ! C G Gstatic

10.100.10¢ catio Y i " 74 21632160 2 3123 * YouTube

10105144 SendCountd SendBytes 1252 Databytes 628 ; syn1 syn-ack 1 se 2 rst0 urg D sreZero 0 dstZero 0 © Kakso Services

10.10.0.12 #% Slack
RocvCount 15 RecvBytes 13,545  Databytes 12,699

1010034 #\ Google Ads

10.100.68 M Naver Cloud

Ication 4T

Naver Cloud

Naver

34,150 Naver 14 12,805

34,149 2 Naver

J
Adobe Cre:

2024-12-17 11:08:22 2024-12-17 11:08:22 B 1010032 o) BB 12153108.125 . B Kakaotalk

2024-12-17 11:04:21 2024-12-17 11:08:21 M 1010086 - (HBA) B 1422501991 4 1 Google Mail 4 10287

2024-12-17 11:06:14 2024-12-17 11:08:21 M 1010085 - (M) 793 BE 13107.42.16 3 E Skype a3 4,780 8413

2024-12-17 11:06:12 2024-12-17 11:0821 W 1010034 : ’ B 2334100127 Naver Cloud ) : 4 14,061 190,077
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—= SRC IP : Port 102.1.51.61:42968 &l DST IP : Port 104.17.39.19:443

5t z i -25 10: 20 SRC Ethernet MAC 00:00:5e:002 00:06:c4:90:1d:73  OWUN ICANN, IANA Department Piodink Inc.
=a| 2024 -25 10:17:2 DST Ethernet  MAC cc:B8 = & OUl Adwvan 1 Technology (CHIMA) Co., Ltd.

Protocol Payload8 SRC 4745542 L DST 48545450213 a

Applicatio Tags pcap-disk-overioad

SRC Send Count 13 Send Bytes 1810 Databytes 1 TCP Flags syn 1 syn-ack 1 ack 127 psh10 fin 2 rst 0 urg 0 srcZero 0 dstZero 0

DST Racv Count 128 Recv Bytes 174 710 Databytes 167

HTTP

Methaod GET (1) ¥ - ol dified 2 2 -to & ] gth  nel  expires
onmection  alt-
Status

server Header cloudflare
Haosts

libfile content
User h T4 1.0; WinG4; x AppleWebKit/537.36 (KHTML, like Gecka) Chromef131.0.0.0 type
Agents :

h-ua-full-version-list  sec -ua-full-version sec-fetch- t sec-fetch-site sec-ch-ua-form-
Request facto sec-ch-ua-mobile ] sec-ch-ua-we sec-fetch-mode ept-ls

Headers fiorm ua-bitness  w gent connection s ch-ua-model

Client

Versions
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2025-01-17 13:08:07 SRC Ethernet MAC 00:00:0c:07:ac:64 5c:83:8:30:54:7f OUI Cisco Systems, Inc
2025-01-17 13:08:08 DST Ethernet  MAC b4:0c:25:ef:c0:49 c4:00:ad:ab:2a:9d  OUI Palo Alto Networks Advantech Technology (CHINA) Co., Ltd.
ssl Payload8 SRC 1603010200010001 DST 485454502f312e30

Application Tags acked-unseen-segment-dst

SRC Send Count 8 SendBytes 1052 Databytes 524 TCP Flags syn1 syn-ack 1 ack 3 psh 2 fin 3 rst 3 urg 0 srcZeroQ dstZero 2

DST RecvCount5 RecvBytes 1702 Databytes 1388

HTTP

Statuscode 200 Response Headegpragma connection content-type

Hosts newtoki467.com libfile content tygext/html

1aad9aff2523e91bbfde8276a5b2140e 113d2114h2_abf72aed6336.14788d8d241b




2. Al DPI £
- WEB

2025-01-06 16:40:56  2025-01-0616:40:56 @ 1050289 - 58234 -~ == 185881816 -~ A Xvideos ~

2025-01-06 16:40:55 SRC Ethernet MAC 04:62:73:ad:01:bf 00:00:0c:07-ac:64 OUI Cisco Systems, Inc
= 2025-01-06 16:40:56 DST Ethernet  MAC b4:0c:25:ef:c0:49 c4:00:ad:ab:2a:9d  OUI Palo Alto Networks Advantech Technology (CHINA) Co., Ltd.
Protocol ssl Payload8 SRC 1603010200010001 DST 485454502f312e30
Application A) Xvideos Tags acked-unseen-segment-dst acked-unseen-segment-src out-of-order-dst
SRC Send Count8 SendBytes 1,045 Databytes 517 TCP Flags syn1 syn-ack 1 ack 14 psh 2 fin2 rst7 urg 0 srcZero 0 dstZero 1

DST RecvCount 19 RecvBytes 7660 Databytes 1,392

HTTP

Statuscode 200 Response Headgpragma connection content-type

Hosts xvideos.com libfile content tygext/html

Body MD5s b815f7cabcb2799dd40e7fc6a7fa76ef
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2025-04-25 17:36:25

2025-04-25 17:26:25
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© @ & © @6 @ O
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2025-04-25 18:06:25
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